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Abstract. Recommender systems process abundances of user data to
generate recommendations that fit well to each individual user. This
utilization of user data can pose severe threats to user privacy, e.g.,
the inadvertent leakage of user data to untrusted parties or other users.
Moreover, this data can be used to reveal a user’s identity, or to infer very
private information as, e.g., gender. Instead of the plain application of
privacy-enhancing techniques, which could lead to decreased accuracy, we
tackle the problem itself, i.e., the utilization of user data. With this, we
aim to equip recommender systems with means to provide high-quality
recommendations that respect users’ privacy.
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1 Motivation

Recommender systems are quintessential tools that help users navigating
through the overload of information prevalent in many applications. Typically,
historic user interaction data is utilized to generate personalized recommenda-
tions. This, however, poses a privacy threat, since through the utilization of their
data, users’ private information could be disclosed to untrusted parties or other
users.

To hinder the disclosure of private information, legal and technical solutions
have been implemented. For example, the General Data Protection Regulation’s
principle of data minimization requires that only the necessary data shall be
processed [24]. However, requiring the recommender system to use a minimal
amount of user data leads to a drop in recommendation accuracy [5]. There-
fore, we study RQ1: How can recommender systems use fewer data to generate
meaningful recommendations? Also, homomorphic encryption [10,15], federated
learning [17,27], or differential privacy [6] have been applied to ensure privacy.
Especially differential privacy became widely-used in a broad body of informa-
tion retrieval applications, e.g., recommender systems [9,31]. However, differen-
tial privacy negatively affects recommendation accuracy, since it adds random
noise to the user data [4,20]. Thus, we study RQ2: How can we improve the rec-
ommendation accuracy of differentially private recommender systems? and RQ3:
In which ways does differential privacy impact personalized recommendations?
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Overall, we investigate how recommender systems can process user data in
a more responsible way and also, we explore how we can make the negative
impacts, differential privacy can have on users, less impactful.

2 Related Work

Due to the increasing awareness of the potential disclosure of private information,
numerous works identify several ways in which recommender systems jeopardize
users’ privacy [1,2,14,26]. For example, Strucks et al. [25] can infer users’ gender
based on parts of the user’s rating data. Also, the utilization of users’ rating data
to generate recommendations poses a severe privacy threat [23]. Through the
generated recommendations, the recommender system could leak information
about the users, whose data has been used. Similarly, Zhang et al. [30] illustrate
how to identify users, whose rating data was used in the recommendation process.

To make these privacy risks less serious, for example, Biega et al. [5] minimize
a user’s data that the recommender system is allowed to use and find that the
accuracy loss is less serious than expected. Plus, the severity of the accuracy loss
is different for different users (see our work on RQ1 in Sect. 3).

Besides applying homomorphic encryption [15] and federated learning [18],
especially differential privacy [6] has been used in many research works [8,9,
13,20]. For example, Zhu et al. [31] use differential privacy to privately select
users, whose data is used to generate recommendations. Plus, the data itself is
protected as well via the addition of noise. Through fine-tuning the level of noise,
Zhu et al. can make the accuracy-privacy trade-off less serious. Similarly, also
Liu et al. [19] vary the level of noise to ensure meaningful recommendations. Xin
and Jaakola [28] protect only a subset of users with differential privacy, and this
way, recommendation accuracy benefits from the data of unprotected users (see
our work on RQ2 in Sect. 3).

Moreover, Zemel et al. [29] and Ekstrand et al. [7] discuss the impact of
differential privacy on fairness, which is an example of the different ways in
which differential privacy might impact users (see our work on RQ3 in Sect. 3).

3 Research Questions and Preliminary Results

RQ1: How can recommender systems use fewer data to generate
meaningful recommendations?

Data minimization can aid user privacy, however, it results in a drop in rec-
ommendation accuracy [5]. Thus, we study how strong the amount of data can
be minimized and how serious this impacts recommendation accuracy. Plus, we
explore if meta learning [11] can help to make this accuracy drop less severe.

Our Work. In our work [21], we experiment with MetaMF [18] and test its
robustness against small privacy budgets. We measure robustness via the rela-
tive accuracy loss ΔMAE, and privacy budget is the fraction β of each user’s
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Fig. 1. Relative accuracy drop of MetaMF and NoMetaMF for different privacy bud-
gets β, i.e., the fraction of a user’s data that the recommender system can use. β ≥ 0.5 is
sufficient to keep recommendation accuracy. In case β < 0.5, meta learning is required
to keep the accuracy loss at a moderate level.

data that the recommender system is allowed to use. Furthermore, we isolate
the impact meta learning has on the recommendation accuracy via evaluating
NoMetaMF (i.e., a variant without meta learning).

We find that for most datasets, approximately 50% of each user’s data is
sufficient to keep recommendation accuracy (see Fig. 1). In case fewer data is
available, the relative accuracy loss increases much slower for MetaMF than for
NoMetaMF. This shows that for small privacy budgets, meta learning helps to
keep recommendation accuracy. Moreover, highly active users with lots of data
experience a more severe accuracy loss than users that are less active, which is
a sign of different accuracy-privacy trade-offs.

Open Issues. In our existing work, we assume that every piece of data is equally
sensitive, i.e., how much it puts a user’s privacy at risk when disclosed. In reality,
there exists high-sensitive data, e.g., gender, as well as low-sensitive data, e.g.,
favorite color. Similarly, the recommender system can generate more or less
accurate recommendations depending on the data it can use. Thus, we will study
how to quantify the privacy-sensitivity of data and how important the data is
for the recommender system to generate meaningful recommendations.

RQ2: How can we improve the recommendation accuracy of
differentially private recommender systems?

Differential privacy [6] typically leads to a decrease in recommendation accuracy
due to the addition of noise to the rating data [3]. Our idea is to minimize the
set of users that need to be protected with differential privacy. This way, we
limit the addition of noise, which leads to a better accuracy-privacy trade-off.

Our Work. In KNN recommender systems, neighbors’ data is used to generate
recommendations, which poses a privacy risk for these neighbors [23]. In our
work [22], we develop the ReuseKNN recommender system, which reuses the
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same neighbors for many recommendations. This way, only a few users are used
as neighbors and need to be protected with differential privacy, while most users
do not need to be protected, since they are only rarely used as neighbors.

We find that ReuseKNN can substantially decrease the number of users
that need to be protected with differential privacy. Depending on the dataset,
down to 24% of users need to be protected, compared to 80% for traditional
UserKNN [12,31]. Also, recommendation accuracy can be preserved, and in
many cases improved over UserKNN, while the users’ privacy risk decreases.
Plus, we find that ReuseKNN does not exacerbate an existing popularity bias.

Open Issues. In our work, a user’s privacy risk quantifies how often the user’s
data is utilized in the recommendation process. However, similar to our idea for
future work on RQ1, this does not consider that the data of two users could
differ in their sensitivity. Also, users with high-sensitive data could be protected
differently than users with low-sensitive data.

RQ3: In which ways does differential privacy impact personalized
recommendations?

In addition to the impact of differential privacy on recommendation accuracy,
we are also interested in how beyond-accuracy objectives are impacted, e.g.,
popularity bias [16], and if different users are impacted differently. Also, we
investigate the longitudinal effects on the users if differential privacy is applied.

Our Work. We apply differential privacy by adding noise to the users’ ratings [6]
and compare recommendation lists generated with and without differential pri-
vacy to quantify how severe differential privacy can change a user’s recommen-
dations. Plus, we study in which ways differential privacy impacts the recom-
mendation lists by monitoring recommendation accuracy and popularity bias.

Our first experiments indicate that depending on the dataset and algorithm,
between 54% and 80% of users are impacted by differential privacy. On average,
these users’ recommendation accuracy decreases by 5% to 26%. However, for
80% to 91% of these users, differential privacy leads to the recommendation of
fewer popular items, which can help to alleviate popularity bias.

Open Issues. We identify two open issues. First, specific user behavior could
influence the impact of differential privacy: for example, users with diverse pref-
erences could be impacted in different ways than users with narrow preferences.
Second, the impact of differential privacy could accumulate when many recom-
mendations are generated for a user over time. For these open issues, we believe
that a simulation study is a well-suited approach.
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